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	[bookmark: _Hlk55138113]Reason for change:
	As described in solution #76, depending on local regulations, in order to fulfil data protection requirements, it is required to keep track of the distribution and usage of data subject to user consent, such that in case of user consent being revoked, all entities holding a copy of that data can be informed to stop using the data and to delete the data.

As concluded in clause 8.15, of TR 23.700-91, an entity keeping track of such data distribution is required, as well as a functionality that is responsible to inform all past data consumers about the revoked user consent. This CR proposes that DCCF takes the role of the entity subscribing to changes on subscription data type "User consent" using Nudm_SDM_Subscribe, and, in case of user consent revokation, will inform all past consumers of affected data to stop using and to delete that data.

A new service Nadrf_DataTracking is proposed to be specified for ADRF, that NWDAF and DCCF, when receiving a request/subscription for data/analytics subject to user consent, can use to create a record about this data/analytics distribution. That way, even if the subscription for data/analytics is terminated, or for data/analytics that had been shared in a AnalyticsInfo response message, a persistent record in ADRF is available such that past data/analytics consumers can be informed when the user consent is revoked. For this purpose, in case of a user consent revocation, DCCF will retrieve data tracking records relevant to the affected user from ADRF.

Clarification that NWDAF/DCCF send a response to the consumer indicating that user consent for data collection was not granted.

	
	

	Summary of change:
	New service Nadrf_DataTracking service with StorageRequest, RetrievalRequest, Delete service operations.

Extend procedures where analytics/data is being provided by NWDAF/DCCF to data/analytics consumer with a NOTE to create a data tracking record in ADRF using Nadrf_DataTracking_Storage Request. This step is conditional to data being related to a user and depending on local policy and regulations.
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FIRST CHANGE
[bookmark: _Toc83212392][bookmark: _Toc75344571]6.1.1	Analytics Subscribe/Unsubscribe
[bookmark: _Toc83212393]6.1.1.1	Analytics subscribe/unsubscribe by NWDAF service consumer
This procedure is used by any NWDAF service consumer (e.g. including NFs/OAM) to subscribe/unsubscribe at NWDAF to be notified on analytics information, using Nnwdaf_AnalyticsSubscription service defined in clause 7.2. This service is also used by an NWDAF service consumer to modify existing analytics subscription(s). Any entity can consume this service as defined in clause 7.2.


Figure 6.1.1.1-1: Network data analytics Subscribe/Uunsubscribe
1.	The NWDAF service consumer subscribes to or cancels subscription to analytics information by invoking the Nnwdaf_AnalyticsSubscription_Subscribe/ Nnwdaf_AnalyticsSubscription_Unsubscribe service operation. The parameters that can be provided by the NWDAF service consumer are listed in clause 6.1.3.
	When a subscription to analytics information is received, the NWDAF determines whether triggering new data collection is needed.
	If the service invocation is for a subscription modification, the NF service consumer includes an identifier (Subscription Correlation ID) to be modified in the invocation of Nnwdaf_AnalyticsSubscription_Subscribe.
NOTE:	If analytics information is related to a user (e.g. UE mobility analytics) and, depending on local policy and regulations, the analytics output generated by NWDAF is determined as being subject to user consent, the NWDAF stores a record about the NWDAF service consumer, the analytics subscription, and the related user (i.e. SUPI or GPSI) as described in clause 6.2.9.
2.	If NWDAF service consumer is subscribed to analytics information, the NWDAF notifies the NWDAF service consumer with the analytics information by invoking Nnwdaf_AnalyticsSubscription_Notify service operation, based on the request from the NWDAF service consumer, e.g. Analytics Reporting Parameters. Termination Request. If the NWDAF provides a Termination Request, then the consumer cancels subscription to analytics information by invoking the Nnwdaf_AnalyticsSubscription_Unsubscribe service operation.
[bookmark: _Toc83212394]6.1.1.2	Analytics subscribe/unsubscribe by AFs via NEF
The analytics exposure to AFs may be performed via NEF by using analytics subscription to NWDAF.
Figure 6.1.1.2-1 illustrates the interaction between AF and NWDAF performed via the NEF.


Figure 6.1.1.2-1: Procedure for analytics subscribe/unsubscribe by AFs via NEF
0.	NEF controls the analytics exposure mapping among the AF identifier with allowed Analytics ID, and associated inbound restrictions (i.e, applied to subscription of the Analytics ID for an AF) and/or outbound restrictions (i.e. applied to notification of Analytics ID to an AF).
	In this Release, AF is configured with the appropriated NEF to subscribe to analytics information, the allowed Analytics ID(s), and with allowed inbound restrictions (i.e. parameters and/or parameter values) for subscription to each Analytics ID.
1.	The AF subscribes to or cancels subscription to analytics information via NEF by invoking the Nnef_AnalyticsExposure_Subscribe/ Nnef_AnalyticsExposure_Unsubscribe service operation defined in TS 23.502 [3]. If the AF wants to modify an existing analytics subscription at NEF, it includes an identifier (Subscription Correlation ID) to be modified in the invocation of Nnef_AnalyticsExposure_Subscribe. If the analytics information subscription is authorized by the NEF, the NEF proceeds with the steps below.
2.	Based on the request from the AF, the NEF subscribes to or cancels subscription to analytics information by invoking the Nnwdaf_AnalyticsSubscription_Subscribe/ Nnwdaf_AnalyticsSubscription_Unsubscribe service operation.
	If the parameters and/or parameters values of the AF request comply with the inbound restriction in the analytics exposure mapping, NEF forwards in the subscription to NWDAF service the Analytics ID, parameters and/or parameters values from the AF request.
	If the request from AF does not comply with the restrictions in the analytics exposure mapping, NEF may apply restrictions to the subscription request to NWDAF (e.g. restrictions to parameters or parameter values of the Nnwdaf_AnalyticsSubscription_Subscribe service operations), based on operator configuration and/or may apply parameter mapping (e.g. geo coordinate mapping to TA(s)/Cell-id(s)).
	The NEF records the association of the analytics request from the AF and the analytics request sent to the NWDAF.
	The NEF selects an NWDAF that supports analytics information requested by the AF using the NWDAF discovery procedure defined in TS 23.501 [2].
	If the AF request is for a modification of the existing analytics subscription(s), the NEF invokes Nnwdaf_AnalyticsSubscription_Subscribe to modify the analytics subscription identified by an identifier (Subscription Correlation ID) associated with the AF.
NOTE:	If analytics information is related to a user (e.g. UE mobility analytics) and, depending on local policy and regulations, the analytics output generated by NWDAF is determined as being subject to user consent, the NWDAF stores a record about the NWDAF service consumer, the analytics subscription, and the related user as described in clause 6.2.9.
3.	If the NEF has subscribed to analytics information, the NWDAF notifies the NEF with the analytics information by invoking Nnwdaf_AnalyticsSubscription_Notify service operation.
4.	If the NEF receives the notification from the NWDAF, the NEF notifies the AF with the analytics information or Termination Request by invoking Nnef_AnalyticsExposure_Notify service operation defined in TS 23.502 [3]. NEF may apply outbound restrictions to the notifications to AFs (e.g. restrictions to parameters or parameter values of the Nnef_AnalyticsExposure_Notify service operation) based on analytics exposure mapping and may apply parameter mapping for external usage (e.g. TA(s), Cell-id(s) to geo coordinate). The AF checks if a Termination Request is present in the Nnef_AnalyticsExposure_Notify as defined in step 2 in clause 6.1.1.1.
[bookmark: _Toc83212395]6.1.2	Analytics Request
[bookmark: _Toc83212396]6.1.2.1	Analytics request by NWDAF service consumer
This procedure is used by the NWDAF service consumer (e.g. including NFs/OAM) to request and get from NWDAF analytics information, using Nnwdaf_AnalyticsInfo service defined in clause 7.3.


Figure 6.1.2.1-1: Network data analytics Request
1.	The NWDAF service consumer requests analytics information by invoking Nnwdaf_AnalyticsInfo_Request service operation. The parameters that can be provided by the NWDAF service consumer are listed in clause 6.1.3.
	When a request for analytics information is received, the NWDAF determines whether triggering new data collection is needed.
NOTE:	If analytics information is related to a user (e.g. UE mobility analytics) and, depending on local policy and regulations, the analytics output generated by NWDAF is determined as being subject to user consent, the NWDAF stores a record about the NWDAF service consumer, the analytics subscription, the AF, and the related user as described in clause 6.2.9.
2.	The NWDAF responds with analytics information to the NWDAF service consumer. The NWDAF checks if a Termination Request is indicated as defined in step 2 in clause 6.1.1.1.
[bookmark: _Toc83212397]6.1.2.2	Analytics request by AFs via NEF
The analytics exposure to AFs may be performed via NEF by using analytics request to NWDAF.
Figure 6.1.2.2-1 illustrates the interaction between AF and NWDAF performed via the NEF.


Figure 6.1.2.2-1: Procedure for analytics request by AFs via NEF
0.	NEF controls the analytics exposure mapping among the AF identifier with allowed Analytics ID(s), and associated inbound restrictions (i.e. applied to the Analytics ID requested by AF, and/or outbound restrictions (i.e. applied to the response of Analytics ID to AF).
	In this Release, AF is configured, e.g. via static OAM configuration, with the appropriated NEF to subscribe to analytics information, the allowed Analytics ID(s), and with allowed inbound restrictions (i.e. parameters and/or parameter values) for requesting each Analytics ID.
1.	The AF requests to receive analytics information via NEF by invoking the Nnef_AnalyticsExposure_Fetch service operation defined in TS 23.502 [3]. If the analytics information request is authorized by the NEF, the NEF proceeds with the steps below.
2.	Based on the request from the AF, the NEF requests analytics information by invoking the Nnwdaf_AnalyticsInfo_Request service operation.
	If the parameters and/or parameters values of the AF request comply with the restriction in the analytics exposure mapping, NEF forwards in the subscription to NWDAF service the Analytics ID, parameters and/or parameters values from AF in the request to NWDAF.
	If the request from AF does not comply with the restrictions in the analytics exposure mapping, NEF may apply restrictions to the request to NWDAF (e.g. restrictions to parameters or parameter values of the Nnwdaf_AnalyticsInfo_Request service operations) based on operator configuration and/or may apply parameter mapping (e.g. geo coordinate mapping to TA(s), Cell-id(s)).
	The NEF records the association of the analytics request from the AF and the analytics request sent to the NWDAF.
	The NEF selects an NWDAF that supports analytics information requested by the AF using the NWDAF discovery procedure defined in TS 23.501 [2].
NOTE:	If analytics information is related to a user (e.g. UE mobility analytics) and, depending on local policy and regulations, the analytics output generated by NWDAF is determined as being subject to user consent, the NWDAF stores a record about the NWDAF service consumer, the analytics subscription, and the related user as described in clause 6.2.9.
3.	The NWDAF responds with the analytics information to the NEF.
4.	The NEF responds with the analytics information or Termination Request to the AF. NEF may apply restrictions to the response to AFs (e.g. restrictions to parameters or parameter values of the Nnef_AnalyticsExposure_Fetch response service operation) based on operator configuration. The AF checks if a Termination Request is present and then follows as defined in step 2 in clause 6.1.1.1.

[bookmark: _Toc83212443]NEXT CHANGE
[bookmark: _Toc83212442]6.2.6.2	Procedure for Data Collection from NWDAF
The procedure in Figure 6.2.6.2-1 is used by NWDAF service consumer to invoke the data management services at NWDAFs in order to retrieve runtime and historical data.


[bookmark: _Hlk84602730]Figure 6.2.6.2-1: Data Collection from NWDAF via Data Management Service
1.	NWDAF service consumer (e.g. NWDAF, DCCF) identifies that further data from an NWDAF is required in order to perform some operation related to analytics ID. The triggers for further data collection are related to:
a)	the local policies of NWDAF, DCCF (e.g. preparation for future requests for analytics ID as specified in clause 6.2.2.1);
b)	a request for analytics generation requiring data not available or not directly reachable via the NWDAF service consumer (e.g. out of the serving area);
c)	a request for model training;
d)	a request for data collection that NWDAF service consumer cannot provide by itself.
NOTE 1:	If the NWDAF service consumer is a DCCF, the discovery of the proper NWDAF is defined in clause 6.2.6.3.6. If the NWDAF service consumer is a NWDAF, the NWDAF service consumer can discover the appropriate NWDAF(s) as defined in clause 5.2.
2a.	NWDAF service consumer invokes Nnwdaf_DataManagement_Subscribe service from NWDAF to request a required data. The request comprises the Data Specification as well as Bulked Data Formatting and Processing as defined in clause 6.2.6.1, Notification Target Address (+ Notification Correlation ID).
	When the required data is Event IDs, the NWDAF service consumer may include the Data Source, e.g. NF Instance (or NF Set) ID from which the data needs to be collected.
	The NWDAF service consumer may include ADRF information indicating whether the data are to be stored in an ADRF, and optionally an ADRF ID.
	The NWDAF service consumer may include ADRF ID or NWDAF ID (or ADRF Set ID or NWDAF Set ID) storing historical data (optional), directing NWDAF to the repository containing historical data.
2b.	Based on the received request, NWDAF creates a new bulked data for the requesting consumer. NWDAF sends Nnwdaf_DataManagement_Subscribe service response with a confirmation of successful request and the subscription correlation ID identifying the requested data.
NOTE 2:	Subscription Correlation ID allows the NWDAF service consumer to request to NWDAF any changes in the generation of a requested data.
NOTE 3:	If requested data is related to a user and, depending on local policy and regulations, is determined as being subject to user consent, the NWDAF stores a record about the NWDAF service consumer, the data management subscription, and the related user (i.e. SUPI or GPSI) as described in clause 6.2.9.
3.	NWDAF determines whether the request data is available at such NWDAF.
	NWDAF maintains a local association of requested Event IDs or Analytics IDs to the list of triggered event subscription identifications from data sources to generate the requested data. Based on this local association, the NWDAF checks if the data to be collected is available at itself. If the data is available, NWDAF uses such data to generate the bulked data.
	When data sources are NFs, the NWDAF discovers the proper NFs as defined in clause 6.2.2.1.
	When the data sources are other NWDAFs, the NWDAF discovers the other NWDAFs as defined in clause 5.2.
	When the data source is DCCF, the NWDAF discovers the proper DCCF as defined in clause 6.3.19 of TS 23.501 [2].
4a.	(Optional) If NWDAF receives a request for data that is not available or not reachable by such NWDAF (e.g. out of serving area), NWDAF determines the sources for the data that is not available, if the information has not been included in the subscription to the requested data.
4b.	(Optional) NWDAF may trigger further data collection using any of the available mechanisms in clause 6.2.2 (e.g. if the data subscribed in step 2a partially matches data that are already being collected by the NWDAF from a data source and a modification of the subscription to the data source would satisfy both the existing data collection as well as the newly requested data) and clause 6.2.6 (e.g. recursively using data collection services from other needed NWDAFs, DCCFs, ADRFs, NFs).
	NWDAF updates its local association of the mapping of the requested data (Event ID or Analytics ID) to the identification of the request/subscription for data collection from the further data sources.
5.	Based on the properties of the received request and considering local bulked data instructions, NWDAF generates the requested data including the available or collected data (e.g. from other NWDAFs, DCCFs or ADRFs, NFs).
[bookmark: _Hlk83912747][bookmark: _Hlk83912836]6a.	If the fetch flag is set to true in step 2a, NWDAF waits until the requested data is ready and sends a Nnwdaf_DataManagement_Notify service message with the Notification Correlation ID, the Fetch Correlation ID and the target address where the data may be retrieved.
	The requested data is ready when NWDAF generated the bulked data based on the available or collected data samples from the event notifications and the applicable bulked data processing and formatting instructions.
6b.	If the fetch flag is set to false in step 2a, NWDAF uses the Nnwdaf_DataManagement_Notify service to send the Notification Correlation ID and requested data to the NWDAF service consumer.
	NWDAF waits until the bulked data is generated or the bulked data deadline expires and uses Nnwdaf_DataManagement_Notify service with the indication of the outcome. In case of successful bulked data generation, NWDAF provides the bulked data via Nnwdaf_DataManagement_Notify service as defined in clause 6.2.6.1. In case of bulked data deadline expiration and unsuccessful bulked data generation, NWDAF provides the bulked data via Nnwdaf_DataManagement_Notify an indication of an unsuccessful bulked data generation with expired deadline. The Notification Target Address is used by the Nnwdaf_DataManagement_Notify service operation to deliver the message to the NWDAF service consumer.
7(a.b).	Alternatively, when the fetch flag is set to true in Step 2a, the NWDAF service consumer shall fetch the required data from NWDAF via Nnwdaf_DataManagement_Fetch service operation. The NWDAF service consumer invokes the Nnwdaf_DataManagement_Fetch service operation with the input parameters including the Notification Correlation ID (+Fetch Correlation ID), that identifies the data to be fetched and receives a response with the requested data, as defined in clause 6.2.6.1.
8.	The NWDAF service consumer uses the requested data for performing further processing. If the NWDAF service consumer is an NWDAF the requested data can be used for analytics generation or model training or for further exposing such data to other NWDAFs. If the NWDAF service consumer is a DCCF, the requested data can be used to be provided to a DCCF data consumer.
9.	When the NWDAF service consumer determines that no more data is required, it unsubscribe to the requested data from NWDAF. If NWDAF had triggered further data collection in Step 3a and 3b, NWDAF also unsubscribe to all data sources.
NOTE 34:	It is also possible that instead of providing the dataset of the generated bulked data in steps 6a, 6b, 7b, the NWDAF provides a reference to where the dataset can be retrieved by the NWDAF service consumer.
NEXT CHANGE
[bookmark: _Toc83212445]6.2.6.3.2	Data Collection via DCCF
The procedure depicted in Figure 6.2.6.3.2-1 is used by a data consumer (e.g. NWDAF) to obtain data and be notified of events via the DCCF using Ndccf_DataManagement_Subscribe service operation. Whether the data consumer directly contacts the Data Source or goes via the DCCF is based on configuration of the data consumer.


Figure 6.2.6.3.2-1: Data Collection via DCCF
1.	The data consumer subscribes to data via the DCCF by invoking the Ndccf_DataManagement_Subscribe (Service_Operation, Data Specification, Formatting Instructions, Processing Instructions, NF (or NF-Set) ID, ADRF Information) service operation as specified in clause 8.2.2. The data consumer may specify one or more notification endpoints.
	Service_Operation is the service operation to be used by the DCCF to request data (e.g. Namf_EventExposure_Subscribe or OAM Subscribe). Data Specification provides Service Operation-specific parameters (e.g. event IDs, UE-ID(s), target of event reporting) used to retrieve the data. Formatting and Processing Instructions are as defined in clause 5A.4. The data consumer may include the Data Source, e.g. NF Instance (or NF Set) ID from which the data needs to be collected. The data consumer may include ADRF information indicating whether the data are to be stored in an ADRF, and optionally an ADRF ID.
NOTE 1:	If requested data is related to a user (e.g. UE mobility analytics) and, depending on local policy and regulations, the data is determined as being subject to user consent, the DCCF stores a record about the data consumer, the data management subscription, and the related user as described in clause 6.2.9.
24.	The DCCF determine the NF type(s) and/or OAM to retrieve the data based on the Service Operation requested in step 1. If the NF instance or NF Set ID is not provided by the data consumer. the DCCF determines the NF instances that can provide data as described in clause 5A.2 and clause 6.2.2.2. If the consumer requested storage of data in an ADRF but the ADRF ID is not provided by the data consumer, or the collected data is to be stored in an ADRF according to configuration on the DCCF, the DCCF selects an ADRF to store the collected data.
3.	The DCCF determines whether the data requested in step 1 are already being collected, as described in clause 5A.2.
	If the data requested are already being collected by a data consumer, the DCCF adds the data consumer to the list of data consumers that are subscribed for these data.
4.	If the data subscribed in step 1 partially matches data that are already being collected by the DCCF from a Data Source, and a modification of this subscription to the Data Source would satisfy both the existing data subscriptions as well as the newly requested data, the DCCF invokes Nnf_EventExposure_Subscribe (Subscription Correlation ID) with parameters indicating how to modify the previous subscription (as specified in clause 5A.2). The DCCF adds the data consumer to the list of data consumers that are subscribed for these data.
	If the data requested at step 1 are not already available or not being collected yet, the DCCF subscribes to data from the NF using the Nnf_EventExposure_Subscribe service operation as specified in clause 5A.2 and clause 6.2.2.2, with DCCF indicated as Notification Target Address. The DCCF adds the data consumer to the list of data consumers that are subscribed for these data.
5.	When new output data are available, the Data Source uses Nnf_EventExposure_Notify to send the data to the DCCF.
6.	The DCCF uses Ndccf_DataManagement_Notify to send the data to all notification endpoints indicated in step 1. Data sent to notification endpoints may be processed and formatted by the DCCF so they conform to delivery requirements for each data consumer or notification endpoint as specified in clause 5A.4. The DCCF may store the information in ADRF if requested by the consumer or if required by DCCF configuration, using procedure as specified in clause 6.15.3. The DCCF checks if a Termination Request is present in the Ndccf_DataManagement_Notify and acts accordingly.
NOTE 2:	aAccording to Formatting Instructions provided by the data consumer, multiple notifications from a Data Source can be combined in a single Ndccf_DataManagement_Notify so many notifications from the Data Source result in fewer notifications (or one notification) to the data consumer. Alternatively, a notification can instruct the data notification endpoint to fetch the data from the DCCF before an expiry time.
7a.	If DCCF needs to retrieve data from OAM, procedure for data collection from OAM as per steps 1-4 from clause 6.2.3.2 is used. 
7b.	The DCCF then uses Ndccf_DataManagement_Notify to send the data to all notification endpoints indicated in step 1. Data sent to notification endpoints may be processed and formatted by the DCCF, so they conform to delivery requirements for each data consumer or notification endpoint as specified in clause 5A.4. The DCCF may store the information in ADRF if requested by the consumer or if required by DCCF configuration, using procedure as specified in clause 6.15.3. The Data Consumer checks if a Termination Request is present in the Ndccf_DataManagement_Notify and acts accordingly.
8.	If a Ndccf_DataManagement_Notify contains a fetch instruction, the notification endpoint sends a Ndccf_DataManagement_Fetch request to fetch the data from the DCCF.
9.	The DCCF delivers the data to the notification endpoint
10.	When the data consumer no longer wants data to be collected it invokes Ndccf_DataManagement_Unsubscribe (Subscription Correlation ID), using the Subscription Correlation Id received in response to its subscription in step 1. The DCCF removes the data consumer from the list of data consumers that are subscribed for these data.
11.	If there are no other data consumers subscribed to the data, the DCCF unsubscribes with the Data Source.
[bookmark: _Toc83212446]6.2.6.3.3	Historical Data Collection via DCCF
The procedure depicted in figure 6.2.6.3.3-1 is used by data consumers (e.g. NWDAF) to obtain historical data, i.e. data related to past time period. The data consumer requests data using Ndccf_DataManagement_Subscribe service operation. Whether the data consumer uses this procedure or directly contacts the ADRF or NWDAF is based on configuration.


Figure 6.2.6.3.3-1: Historical Data Collection via DCCF
1.	The data consumer requests data via DCCF by invoking the Ndccf_DataManagement_Subscribe (Service_Operation, Data Specification, Time Window, Formatting Instructions, Processing Instructions, ADRF ID or NWDAF ID (or ADRF Set ID or NWDAF Set ID) service operation as specified in clause 8.2.2. The data consumer may specify one or more notification endpoints to receive the data.
	"Service_Operation" is the service operation used to acquire the data from a data source. "Data Specification" provides Service_Operation-specific parameters (e.g. event IDs, UE-ID(s)) used to retrieve the data. "Time Window" specifies a past time period and comprises a start and stop time. "Formatting and Processing Instructions" are as defined in clause 5A4. The data consumer may optionally include the ADRF or NWDAF instance (or ADRF Set or NWDAF Set) ID where the stored data resides.
NOTE 1:	If requested data is related to a user (e.g. UE mobility analytics) and, depending on local policy and regulations, the data is determined as being subject to user consent, the DCCF stores a record about the data consumer, the data management subscription, and the related user as described in clause 6.2.9.
2.	If an ADRF or NWDAF instance or ADRF Set ID or NWDAF Set ID is not provided by the data consumer, the DCCF determines if any ADRF or NWDAF instances might provide the data as described in clause 5B and 5A.2.
NOTE 2:	An ADRF or NWDAF may have previously registered data it is collecting with the DCCF.
3.	(conditional) If the DCCF determines that an ADRF instance might provide the data, or an ADRF instance or Set was supplied by the data consumer, the DCCF sends a request to the ADRF, using Nadrf_DataManagement_RetrievalSubscribe (Data Specification, Notification Target Address=DCCF) service operation as specified in clause 10.2. The ADRF responds to the DCCF with an Nadrf_DataManagement_RetrievalSubscribe response indicating if the ADRF can supply the data. If the data can be provided, the procedure continues with step 5.
4.	(conditional) If the DCCF determines that an NWDAF instance might provide the data or an NWDAF instance or Set was supplied by the data consumer, the DCCF sends a request to the NWDAF using Nnwdaf_DataManagement_Subscribe (Data Specification, Notification Target Address=DCCF) as specified in clause 7.4.2.
5.	The ADRF or the NWDAF sends the requested data (e.g. one or more stored notifications archived from a data source) to the DCCF. The data may be sent in one or more notification messages.
6.	The DCCF uses Ndccf_DataManagement_Notify to send data to all notification endpoints indicated in step 1. Notifications are sent to the Notification Target Address(es) using the data consumer Notification Correlation ID(s) received in step 1. Data sent to notification endpoints may be processed and formatted by the DCCF, so they conform to delivery requirements specified by the data consumer. The Data Consumer checks if a Termination Request is present in the Ndccf_DataManagement_Notify and acts accordingly.
NOTE 3:	According to Formatting Instructions provided by the data consumer, multiple notifications from an ADRF or NWDAF can be combined in a single Ndccf_DataManagement_Notify so many notifications from the ADRF or NWDAF results in fewer notifications (or one notification) to the data consumer. Alternatively, a Ndccf_DataManagement_Notify can instruct the data notification endpoint to fetch the data from the DCCF before an expiry time.
79.	If a notification contains a fetch instruction, the notification endpoint sends a Ndccf_DataManagement_Fetch request to fetch the data from the DCCF.
8.	The DCCF delivers the data to the notification endpoint.
9.	When the data consumer no longer wants data to be collected or has received all the data it needs, it invokes Ndccf_DataManagement_Unsubscribe (Subscription Correlation ID) as specified in clause 8.2.3, using the Subscription Correlation Id received in response to its subscription in step 1.
10.	If the data are being provided by an ADRF and there are no other data consumers subscribed to the data, the DCCF unsubscribes with the ADRF using Nadrf_DataManagement_RetrievalUnsubscribe as specified in clause 10.2.7.
11.	If the data are being provided by an NWDAF and there are no other data consumers subscribed to the data, the DCCF unsubscribes with the NWDAF using Nnwdaf_DataManagement_Unsubscribe as specified in clause 7.4.3.
[bookmark: _Toc83212447]6.2.6.3.4	Data Collection via Messaging Framework
This procedure depicted in Figure 6.2.6.3.4-1 is used by a data consumer (e.g. NWDAF) to obtain data and be notified of events using the DCCF and a Messaging Framework. The 3GPP DCCF Adaptor (3da) Data Management service and 3GPP Consumer Adaptor (3ca) Data Management service of the Messaging Framework Adaptor Function (MFAF) are used to interact with the 3GPP Network and the Messaging Framework. Whether the data consumer directly contacts the Data Source or goes via the DCCF is based on configuration.


Figure 6.2.6.3.4-1: Data Collection via Messaging Framework
1.	The data consumer subscribes to data via the DCCF by invoking the Ndccf_DataManagement_Subscribe (Service_Operation, Data Specification, Formatting Instructions, Processing Instructions, NF (or NF-Set) ID, ADRF Information, Data Consumer Notification Target Address (+ Notification Correlation ID)) service operation as specified in clause 8.2.2. The data consumer may specify one or more notification endpoints and the NF or NF set to collect data from.
	Service_Operation is the service operation to be used by the DCCF to request data (e.g. Namf_EventExposure_Subscribe or OAM Subscribe). Data Specification provides Service_Operation-specific required parameters (e.g. event IDs, UE-ID(s), target of event reporting) and optional input parameters used to retrieve the data. Formatting and Processing Instructions are as defined in clause 5A.4. The data consumer may optionally include the Data Source NF Instance (or NF Set) ID. The data consumer may include ADRF information indicating whether the data are to be stored in an ADRF and, optionally, an ADRF ID.
NOTE 1:	Data consumer requesting data to be stored in ADRF allows the collected data to be available to other data consumers in the future.
NOTE 2:	If requested data is related to a user (e.g. UE mobility analytics) and, depending on local policy and regulations, the data is determined as being subject to user consent, the DCCF stores a record in ADRF about the data consumer, the data management subscription, and the related user as described in clause 6.2.9.
2.	If the NF instance or NF Set ID is not provided by the data consumer, the DCCF determines the NF instances that can provide data as described in clause 5A.2 and clause 6.2.2.2. If the consumer requested storage of data in an ADRF, but the ADRF ID is not provided by the data consumer, or the collected data is to be stored in an ADRF according to configuration on the DCCF, the DCCF selects an ADRF to store the collected data.
3.	The DCCF determines whether the data requested in step 1 are already being collected, as described in clause 5A.2.
	If the data requested are already being collected by a data consumer, the DCCF adds the data consumer to the list of data consumers that are subscribed for these data.
4.	The DCCF sends an Nmfaf_3daDataManagement_Configure (Data Consumer Information, MFAF Notification Information, Formatting Conditions, Processing Instructions) to configure the MFAF to map notifications received from the Data Source to outgoing notifications sent to endpoints, and to instruct the MFAF how to format and process the outgoing notifications. The DCCF may also instruct the MFAF to store data into ADRF by providing an ADRF ID, if requested by the data consumer in step 1, together with the NF Id of the data source.
	Data Consumer Information contains for each notification endpoint, the data consumer Notification Target Address (+ Data Consumer Notification Correlation ID to be used by the MFAF when sending notifications in step 7.
	MFAF Notification Information is included if a Data Source is already sending the data to the MFAF. MFAF Notification Information identifies Event Notifications received from the Data Sources and comprises the MFAF Notification Target Address (+ MFAF Notification Correlation ID). If the MFAF does not receive MFAF Notification information from the DCCF, the MFAF selects a MFAF Notification Target Address (+ MFAF Notification Correlation ID) and sends the MFAF Notification Information, containing MFAF Notification Target Address (+ MFAF Notification Correlation ID), to the DCCF in the Nmfaf_3daDataManagement_Configure Response.
5.	If the data subscribed in step 1 partially matches data that are already being collected by the DCCF from a Data Source, and a modification of this subscription to the Data Source would satisfy both the existing data subscriptions as well as the newly requested data, the DCCF invokes Nnf_EventExposure_Subscribe (Subscription Correlation ID) with parameters indicating how to modify the previous subscription (as specified in clause 5A.2). The DCCF adds the data consumer to the list of data consumers that are subscribed for these data.
	If the data requested at step 1 are not already available or not being collected yet, the DCCF subscribes to data from the NF using the Nnf_EventExposure_Subscribe (Data Specification, MFAF Notification Target Address (+ MFAF Notification Correlation ID)) service operation as specified in clause 5A.2 and clause 6.2.2.2, using the MFAF Notification Target Address (+ MFAF Notification Correlation ID) received in step 4. The DCCF adds the data consumer to the list of data consumers that are subscribed for these data.
6.	When new output data are available, the Data Source uses Nnf_EventExposure_Notify to send the data to the MFAF. The Notification includes the MFAF Notification Correlation ID.
7.	The MFAF uses Nmfaf_3caDataManagement_Notify to send the data to all notification endpoints indicated in step 4. Notifications are sent to the Notification Target Address(es) using the Data Consumer Notification Correlation ID(s) received in step 4. Data sent to notification endpoints may be processed and formatted by the MFAF, so they conform to delivery requirements specified by the data consumer. The MFAF may store the information in ADRF if requested by consumer or if required by DCCF configuration. The Data Consumer checks if a Termination Request is present in the Ndccf_DataManagement_Notify and acts accordingly.
NOTE 23:	According to Formatting Instructions provided by the data consumer, multiple notifications from a Data Source can be combined in a single Nmfaf_3caDataManagement_Notify, so many notifications from the Data Source results in fewer notifications (or one notification) to the data consumer. Alternatively, a notification can instruct the data notification endpoint to fetch the data from the MFAF before an expiry time.
8.	If a Nmfaf_3caDataManagement_Notify contains a fetch instruction, the notification endpoint sends a Nmfaf_3caDataManagement_Fetch request to fetch the data from the MFAF.
9.	The MFAF delivers the data to the notification endpoint.
10.	When the data consumer no longer wants data to be collected, it invokes Ndccf_DataManagement_Unsubscribe (Subscription Correlation ID), using the Subscription Correlation Id received in response to its subscription in step 1. The DCCF removes the data consumer from the list of data consumers that are subscribed for these data.
11.	If there are no other data consumers subscribed to the data, the DCCF unsubscribes with the Data Source.
12.	The DCCF de-configures the MFAF so it no longer maps notifications received from the Data Source to the notification endpoints configured in step 4.
[bookmark: _Toc83212448]6.2.6.3.5	Historical Data Collection via Messaging Framework
The procedure depicted in figure 6.2.6.3.5-1 is used by data consumers (e.g. NWDAF) to obtain historical data, i.e. data related to past time period. The data consumer obtains data using Ndccf_DataManagement_Subscribe service operation as specified in clause 8.2.2, where the subscription results in one or more notifications depending on how the data is retrieved from the ADRF or NWDAF and how the data is formatted. Whether the data consumer uses this procedure or directly contacts the ADRF or NWDAF is based on configuration.


Figure 6.2.6.3.5-1: Historical Data Collection via Messaging Framework
1.	The data consumer requests data via DCCF by invoking the Ndccf_DataManagement_Subscribe (Service Operation, Data Specification, Time Window, Formatting Instructions, Processing Instructions, ADRF ID or NWDAF ID (or ADRF Set ID or NWDAF Set ID) service operation as specified in clause 8.2.2. The data consumer may specify one or more notification endpoints to receive the data.
	Service_Operation is the service operation used to acquire the data from a data source, Data Specification provides Service_Operation-specific required parameters (e.g. event IDs, UE-ID(s) and optional input parameters used to retrieve the data. Time Window specifies a past time period and comprises a start and stop time, and Formatting and Processing Instructions are as defined in clause 5A4. The data consumer may optionally include the ADRF or NWDAF instance (or ADRF Set or NWDAF Set) ID where the stored data resides.
NOTE 1:	If requested data is related to a user (e.g. UE mobility analytics) and, depending on local policy and regulations, the data is determined as being subject to user consent, the DCCF stores a record about the data consumer, the data management subscription, and the related user as described in clause 6.2.9.
2.	If an ADRF or NWDAF instance or ADRF Set ID or NWDAF Set ID is not provided by the data consumer, the DCCF determines if any ADRF or NWDAF instances might provide the data as described in clause 5B and 5A.2.
NOTE 2:	An ADRF or NWDAF may have previously registered data it is collecting with the DCCF.
3.	The DCCF sends an Nmfaf_3daDataManagement_Configure (Data Consumer Information, Formatting Conditions, Processing Instructions) to configure the MFAF to map notifications received from the ADRF or NWDAF to outgoing notifications sent to endpoints, and to instruct the MFAF how to format and process the outgoing notifications.
	"Data Consumer Information" contains for each notification endpoint, the data consumer Notification Target Address (+ Data Consumer Notification Correlation ID) to be used by the MFAF when sending notifications. The MFAF selects an MFAF Notification Target Address (+ MFAF Notification Correlation ID) and sends the MFAF Notification Information, containing MFAF Notification Target Address (+ MFAF Notification Correlation ID), to the DCCF in the Nmfaf_3daDataManagement_Configure Response.
4.	(conditional) If the DCCF determines that an ADRF instance might provide the data, or an ADRF instance or Set was supplied by the data consumer, the DCCF sends a request to the ADRF, using Nadrf_DataManagement_RetrievalSubscribe (Data Specification, MFAF Notification Information) containing the MFAF Notification Target Address (+ MFAF Notification Correlation ID) received in step 3 as specified in clause 10.2.
5.	The ADRF responds to the DCCF with an Nadrf_DataManagement_RetrievalSubscribe response indicating if the ADRF can supply the data. If the data can be provided, the procedure continues with step 8.
6.	(conditional) If the DCCF determines that an NWDAF instance might provide the data, or an NWDAF instance or NWDAF Set was supplied by the data consumer, the DCCF sends a request to the NWDAF, using Nnwdaf_DataManagement_Subscribe (Data Specification, MFAF Notification Information) as specified in clause 7.4.2. MFAF Notification Information contains the MFAF Notification Target Address (+ MFAF Notification Correlation ID) received in step 3.
7.	The NWDAF responds to the DCCF with an Nnwdaf_DataManagement_Subscribe response indicating if the NWDAF can supply the data.
8.	The ADRF uses Nadrf_DataManagement_RetrievalNotify or the NWDAF uses Nnwdaf_ DataManagement_Notify to send the requested data (e.g. one or more stored notifications archived from a data source) to the MFAF. The data may be sent in one or more notification messages.
9.	The MFAF uses Nmfaf_3caDataManagement_Notify to send data to all notification endpoints indicated in step 3. Notifications are sent to the Notification Target Address(es) using the Data Consumer Notification Correlation ID(s) received in step 34. Data sent to notification endpoints may be processed and formatted by the MFAF, so they conform to delivery requirements specified by the data consumer. The Data Consumer checks if a Termination Request is present in the Ndccf_DataManagement_Notify and acts accordingly.
NOTE 3:	According to Formatting Instructions provided by the data consumer, multiple notifications from an ADRF or NWDAF can be combined in a single Nmfaf_3caDataManagement_Notify so many notifications from the ADRF or NWDAF results in fewer notifications (or one notification) to the data consumer. Alternatively, a Nmfaf_3caDataManagement_Notify can instruct the data notification endpoint to fetch the data from the MFAF before an expiry time.
10.	If a notification contains a fetch instruction, the notification endpoint sends a Nmfaf_3caDataManagement_Fetch request as specified in clause 9.3.3 to fetch the data from the MFAF.
11.	The MFAF delivers the data to the notification endpoint.
12.	When the data consumer no longer wants data to be collected or has received all the data it needs, it invokes Ndccf_DataManagement_Unsubscribe (Subscription Correlation ID), using the Subscription Correlation Id received in response to its subscription in step 1.
13.	If the data are being provided by an ADRF and there are no other data consumers subscribed to the data, the DCCF unsubscribes with the ADRF using Nadrf_DataManagement_RetrievalUnsubscribe as specified in clause 10.2.7.
14.	If the data are being provided by an NWDAF and there are no other data consumers subscribed to the data, the DCCF unsubscribes with the NWDAF using Nnwdaf_DataManagement_Unsubscribe as specified in clause 7.4.3.
15.	The DCCF de-configures the MFAF so it no longer maps notifications received from the ADRF or NWDAF to the notification endpoints configured in step 3.

NEXT CHANGE
6.2.9	User consent for analytics
6.2.9.1	General
Depending on local policy or regulations, to protect the privacy of user data, the data collection and analytics generation for a SUPI or GPSI, Internal or External_Group_Id or "any UE" may be subject to user consent bound to a purpose, such as analytics or model training. The user consent is subscription information stored in the UDM, that includes:
a)	whether the user authorizes the collection and usage of its data for a particular purpose;
b)	the purpose for data collection, e.g., analytics or model training.
The NWDAF retrieves the user consent to data collection and usage from UDM for a user, (i.e. SUPI or GPSI) prior to collecting user data from an NF as described in clause 6.2.2.2. If a request for analytics is for "any UE", meaning that the consumer requests analytics for all UEs registered in an area, such as a S-NSSAI or DNN or AoI, then the NWDAF resolves "any UE" into a list of SUPIs using the Namf_EventExposure service with EventId "Number of UEs served by the AMF and located in an area of interest" and retrieves user consent for each SUPI. If a request for analytics is for an Internal or External Group Id, NWDAF resolves it into a list of SUPIs and retrieves user consent for each SUPI.
If user consent for a user is granted, then the NWDAF subscribes to user consent updates in UDM using Nudm_SDM_Subscribe service operation. Otherwise, the NWDAF excludes the corresponding SUPI from the request to collect data and generate analytics.
When Data is collected from the UE Application, the ASP is responsible to obtain user consent to share data with the MNO.
If the UDM notifies that the user consent changed, then the NWDAF checks if the user consent is not granted for the purpose of analytics or model training. If user consent was revoked for a UE, the NWDAF stops data collection for that UE. For analytics subscriptions to any of the UE related analytics with target for analytics set to that UE, the NWDAF stops generation of new analytics and stops providing affected analytics to consumers. If the target for analytics is either an Internal or External Group Id or a list of SUPIs or "any UE", the NWDAF skips those SUPIs that do not grant user consent for the purpose of analytics or model training. The NWDAF may unsubscribe to be notified of user consent updates from UDM for users for which data user consent has been revoked.
NOTE:	The NWDAF can provide analytics to consumers that request analytics for an Internal or External Group Id, or for "any UE", and skips those users for which consent is not granted or is revoked.
The Analytics ID that needs to check user consent before collecting input data are those that collect input data per user, i.e. per SUPI, GPSI, Internal or External Group Id, or those with Target for Analytics set to a SUPI, GPSI or External or Internal Group Id, and are described in clause 6.
6.2.9.X	Procedures for data usage tracking
Depending on local regulations, in order to fulfil data protection requirements, it is required to keep track of the distribution and usage of data subject to user consent, such that in case of user consent being revoked, all entities holding a copy of that data can be informed to stop using the data and to delete the data. Figure 6.2.9.X-1 depicts the procedure for data tracking in ADRF, if ADRF is deployed.



Figure 6.2.9.X-1: Data tracking in ADRF procedure
1.	If requested analytics or data is related to a user (e.g. UE mobility analytics) and if, depending on local policy and regulations, the data is determined as being subject to user consent, the DCCF and/or NWDAF shall use Nadrf_DataTracking_StorageRequest service operation (see clause 10.X.2) to store a record in ADRF about the analytics/data consumer, the analytics/data subscription, and the related user as specified in the procedures in clauses 6.2.2, 6.2.6.2, and 6.2.6.3. 
NOTE:	A validity timer might be included in the request or configured locally in the ADRF allowing to reduce the amount of data to be stored in ADRF.
2.	DCCF subscribes to UDM to receive notifications related to changes on subscription data type "User consent" using Nudm_SDM_Subscribe.
3.	UDM notifies DCCF about changes on subscription data type "User consent".
4.	If user consent is no longer granted for a user for which data has been collected, the DCCF retrieves from ADRF, using Nadrf_DataTracking_RetrievalRequest, a list of all data consumers that had in the past requested/subscribed to data subject to user consent.
NOTE 1:	In addition, DCCF, when receiving a notification about a user consent no longer being available, unsubscribes to any data collection for that SUPI or GPSI and updates/terminates affected subscriptions of the Data Consumer as specified in the procedures in clause 6.2.6.3.
5.	The DCCF then informs all data consumers in that list about the updated/revoked user consent and request the data consumers to delete data subject to user consent for that user. The data consumer deletes the indicated data (if not deleted yet) and responds to the DCCF.

NEXT CHANGE
[bookmark: _Toc83212564][bookmark: _Toc83212610][bookmark: _Toc83212612]7.2.2	Nnwdaf_AnalyticsSubscription_Subscribe service operation
Service operation name: Nnwdaf_AnalyticsSubscription_Subscribe.
Description: Subscribes to NWDAF analytics with specific parameters.
Inputs, Required: (Set of) Analytics ID(s) as defined in Table 7.1-2, Target of Analytics Reporting, Notification Target Address (+ Notification Correlation ID), Analytics Reporting Parameters, Analytics target period.
NOTE 1:	Target of Analytics Reporting can be provided per individual Analytics ID.
Inputs, Optional: Analytics Filter Information, Subscription Correlation ID (in the case of modification of the analytics subscription), preferred level of accuracy of the analytics, accuracy level per analytics subset, Reporting Thresholds, maximum number of objects requested (max), preferred order of results, maximum number of SUPIs requested (SUPImax), time when analytics information is needed, Analytics Metadata Request, (Set of) NWDAF identifiers used by the NWDAF service consumer when aggregating multiple analytic subscriptions, Dataset Statistical Properties, Output strategy and Data time window, the consumer NF's serving area or, the consumer NF's instance/Set ID, information of previous analytics subscription, i.e. NWDAF identifier (i.e. Instance ID or Set ID), Analytics ID(s), and Subscription Correlation ID and optionally associated Analytics specific data (according to clause 5.2.2.2.2 of TS 23.502 [3]).
NOTE 2:	Analytics Filter Information, Reporting Thresholds, maximum number of objects requested (max), maximum number of SUPIs requested (SUPImax), Analytics Metadata Request, Dataset Statistical Properties, Output strategy, Data time window and time when analytics information is needed can be provided per individual Analytics ID.
Outputs Required: When the subscription is accepted: Subscription Correlation ID (required for management of this subscription).
Outputs, Optional: None.

NEXT CHANGE
[bookmark: _Toc83212570]7.3.2	Nnwdaf_AnalyticsInfo_Request service operation
Service operation name: Nnwdaf_AnalyticsInfo_Request.
Description: The consumer requests NWDAF operator specific analytics.
Inputs, Required: (Set of) Analytics ID(s) as defined in Table 7.1-2, Target of Analytics Reporting, Analytics target period.
NOTE 1:	Target of Analytics Reporting can be provided per individual Analytics ID.
Inputs, Optional: Analytics Filter Information, preferred level of accuracy of the analytics, accuracy level per analytics subset, time when analytics information is needed, maximum number of objects requested (max), preferred order of results, maximum number of SUPIs requested (SUPImax), Analytics Metadata Request, Dataset Statistical Properties, Output strategy and Data time window, the consumer NF's instance/Set ID.
NOTE 2:	Analytics Filter Information, Maximum number of objects requested (max), Maximum number of SUPIs requested (SUPImax), Analytics Metadata Request, Dataset Statistical Properties, Output strategy, Data time window and time when analytics information is needed can be provided per individual Analytics ID.
Outputs, Required: Set of the tuple (Analytics ID, Analytics specific parameters).
Outputs, Optional: Timestamp of analytics generation, validity period, probability assertion, revised waiting time, Analytics Metadata Information, Level of accuracy reached. See clause 6.1.3.
NOTE 3:	Some NWDAF output analytics already include confidence of predictions, which provides the same information as probability assertion.
NOTE 4:	Validity period can also be provided as part of Analytics specific parameters for some NWDAF output analytics.
NEXT CHANGE
[bookmark: _Toc83212609]10.1	General
Table 10.1-1 shows the ADRF services and ADRF service operations.
ADRF service operations may be used to store data or analytics in the ADRF, retrieve data or analytics from an ADRF, or delete data or analytics from an ADRF. ADRF data tracking service operations may be used to store, retrieve, and delete records about analytics/data distribution for analytics/data subject to user consent.
NOTE:	Storage of ML models in ADRF is not specified in this Release of the specification.
Table 10.1-1: NF services provided by ADRF
	Service Name
	Service Operations
	Operation Semantics
	Example Consumer(s)

	Nadrf_DataManagement
	StorageRequest
	Request / Response
	DCCF, NWDAF

	
	StorageSubscriptionRequest
	Request / Response
	DCCF, NWDAF

	
	StorageSubscriptionRemoval
	Request / Response
	DCCF, NWDAF

	
	RetrievalRequest
	Request / Response
	DCCF, NWDAF

	
	RetrievalSubscribe
	Subscribe / Notify
	DCCF, NWDAF

	
	RetrievalUnsubscribe
	
	DCCF, NWDAF

	
	RetrievalNotify
	
	DCCF, NWDAF

	
	Delete
	Request / Response
	DCCF, NWDAF

	Nadrf_DataTracking
	StorageRequest
	Request / Response
	DCCF, NWDAF

	
	RetrievalRequest
	Request / Response
	DCCF, NWDAF

	
	Delete
	Request / Response
	DCCF, NWDAF




NEXT CHANGE
10.X	Nadrf_DataTracking service
[bookmark: _Toc83212611]10.X.1	General
Service Description: This service enables the consumer NF (e.g. DCCF, NWDAF) to store, retrieve, and remove data usage records from an ADRF.
10.X.2	Nadrf_DataTracking_StorageRequest service operation
Service operation name: Nadrf_DataTracking_StorageRequest
Description: The consumer NF (e.g. DCCF, NWDAF) uses this service operation to request the ADRF to store records related to consumers of data/analytics subject to user consent.
Inputs, Required:
-	Data recipient identifier (i.e. data consumer having requested to receive data that was determined, depending on local policy and regulations, to be subject to user consent).
-	Information identifying the user whose data is provided to the data recipient.
-	Purpose of the data collection.
Inputs, Optional:
-	Information on the subscription related to the data/analytics subject to user consent provided from a data producer to the data consumer.
Outputs Required: Result Indication.
Outputs, Optional: None.
[bookmark: _Toc83212615]10.X.3	Nadrf_DataTracking_RetrievalRequest service operation
Service operation name: Nadrf_DataTracking_RetrievalRequest
Description: The consumer NF uses this service operation to retrieve from the ADRF stored records related to consumers of data/analytics subject to user consent.
Inputs, Required: User identification.
Inputs, Optional: None.
Outputs Required: Result Indication.
Outputs, Optional: Data records.
[bookmark: _Toc83212619]10.X.4	Nadrf_DataTracking_Delete service operation
Service operation name: Nadrf_DataTracking_Delete
Description: This service operation instructs the ADRF to delete stored records.
Inputs, Required: User identification, Data recipient identifier.
Inputs, Optional: None.
Outputs, Required: Operation execution result indication.
Outputs, Optional: None.


END OF CHANGES
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